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A strategy for the Technology Directorate and action plan for the Information and Communication Technology (ICT) department at The National Archives
David Thomas, Amanda Spencer, October 2012. 
Introduction

This strategy is the culmination of a number of activities:

1. Ongoing work to identify and articulate a high level technology strategy for the organisation, led by Finance and Planning;

2. A planning day with staff from across the Technology Directorate and beyond (Estates, Legislation and Finance and Performance) in May 2012;

3. A discussion of the issues and challenges facing the department with the Executive Team in June 2012;

4. A number of internal audits conducted by RSM Tenon which have highlighted risk and identified areas where controls are lacking; 

5. Work to identify business needs based on discussions with business customers, surveys and feedback;

6. Observations concerning the strengths and weaknesses of ICTD by the new Head of Department who has had ten months of experience in post.

During the course of these activities a number of issues have come to light. This strategy sets out for the organisation the priorities of the Technology Directorate. A detailed action plan for ICTD is included in an appendix.  
Context

· Internal and external customers expect us to keep pace with the rapid pace of technological change: for example, the nature of our website content is changing We now host much more audio and video and we are looking at webinars/live streaming;
· Government is commoditising and standardising general IT services and making them available through frameworks such as PSN and GCloud.  We will be under increasing pressure to justify not using such services. We already outsource some services, including the Library Catalogue, and more are planned such as the online bookshop and the Image Library; 
· It is increasingly difficult to attract and retain staff with the skills we need to deliver a broad and increasingly complex range of IT services ;

· The IT security threats are increasingly sophisticated and pervasive;
· We have a huge archive of government websites and, for the first time, we are beginning to acquire born digital records in meaningful quantities.
The Vision
Our initial focus should be to understand all of the systems and services we support and to ensure that we are equipped to do so. 

We can have a truly excellent flexible and sustainable on-site and remote working model, where our technology estate is at least equal to that which we experience in our personal lives as consumers, where staff can make use of new technologies, - tablets and other mobile devices, video-conferencing, latest versions of software, and where staff can work off-site to the same standard as they would do in the office. Upgrading and updating our systems and services will allow us to more effectively support the needs of the organisation, but also to baseline and subsequently manage our assets more cost effectively. It also gives us the opportunity to be more energy-aware through the deployment of more accurate monitoring tools, and more energy-efficient through the use of more modern equipment, and through honouring commitments to decommission and retire legacy systems. 

Constraints
We need to have the capacity to be able to take opportunities as they come along, and to support our organisational aspirations to be the best in field. To be really effective, however, we must also be prepared, as an organisation, to do things differently.  In some areas of the business we already exploit the availability of externally hosted services for standard business activities, for example the library service, the online bookshop.  Such practices should be our default position going forward.  Furthermore, we are under increasing pressure to do this now as government enables easier access to commoditised services through initiatives such as PSN, G-Cloud and GPS. Finally even where historically it has suited us to do some things in-house, the current economic and administrative context meant that we are increasingly struggling to recruit or retain skilled staff to deliver the services in-house.  We should look at what we see our core technology-related activity to be, i.e. where we can add value through our knowledge and expertise.   
Our priorities
This section sets out the focus of the Technology directorate for the remainder of 2012-13 and for 2013-14:
1. To have a clear service proposition which meets the needs of our internal and external customers and which leverages internal skills and expertise together with third party products and services to meet the needs of the digital age;
2. To ensure core systems and services are adequately supported through appropriate delivery models and in alignment with the government’s overall IT agenda;
3. To rationalise and modernise the hardware and software estate, aligning it with the government’s Green ICT Strategy and the National Archives IT Strategy; develop exit strategies for legacy systems;
4. To continue to develop DRI as our digital repository in order to ensure that we have a system capable of handling those born digital records we plan to acquire (Olympics, Hillsborough, public inquiries etc), as well as having appropriate business processes and technology to preserve commercially valuable digitised records and the Government Web Archive. To develop a robust link to Discovery to provide access to open records;

5. To continue to develop Discovery as our presentation system; develop a back office and ensure that all legacy records systems (notably Finding Archives) are integrated into Discovery. To extend user collaboration and integrated record copying functions; implement search enhancements, improve online booking system and integrate sign in and shopping basket;

6. To continue to evolve our web services: reviewing our content management system, reviewing the technology for  website and content searching and implementing quick wins;

7. To continue to deliver the UK Government Web Archive, evolving our strategy in line with changing technology and the wider government context.
Appendix
ICTD Action Plan
In support of the Strategy a detailed ICTD action plan has been developed, centred around three key themes, which is set out below. Under each theme we identify which of the Key Target Outcomes (KTOs) from the HMG Green ICT Roadmap are applicable. More detailed discussion of which KTOs we have adopted and how we propose to meet them is included in the section “Green ICT at The National Archives”.
The Themes
1. Have a clear service proposition which meets the needs of our internal and external customers and which leverages internal skills and expertise together with third party products and services to meet the needs of the digital age. This will be supported by excellent financial planning and processes, and by excellent frontline services;

2. Ensure core systems and services are adequately supported through appropriate delivery models and in alignment with the government’s overall IT agenda;

3. Rationalise and modernise the hardware and software estate, aligning it with the government’s Green ICT Strategy and the National Archives IT Strategy; develop exit strategies for legacy systems.
The plan

1. Have a clear service proposition which meets the needs of our internal and external customers and which leverages internal skills and expertise together with third party products and services to meet the needs of the digital age. This will be supported by excellent financial planning and processes, and by excellent frontline services
Year 0 (2012-13)

1.1 Embed a single Technology Helpdesk for the organisation;

1.2 Develop Service Level Agreements for the business so that our customers are         clear about the services we provide;
1.3 Improve the quality of our frontline services. Core processes and knowledge sharing should be developed among frontline staff to ensure that we get more right first time; 

1.4 Develop a customer and communications strategy with the rest of TNA that creates understanding of and support for the work of Technology; ensures users respond effectively to ICT’s technical and procedural requirements; and enables ICT to properly understand user behaviour, requirements and aspirations over time. Be clear about who the points of contact are and the escalation routes;

1.5 Ensure the sustainability of our services through initial baseline against the   Green ICT Maturity Assessment Model and the development of a roadmap by adopting key areas from the Green ICT Workbook; 

1.6 Develop standard desktop builds and packaged applications (in line with Service Catalogue) ;

1.7 Use our asset register (e-work) to record all assets and configuration items;
1.8 Establish regular auditing cycle whereby departments’ hardware and software are audited at least once per year and where assets are returned if no longer required; 
1.9 Develop policies governing user requests for hardware and software;
1.10 Develop processes to support user requests including development of a declaration to be signed when staff receive IT assets;

1.11 Develop processes for managing software licensing and support and maintenance contracts which are embedded across the organisation;

1.12 Develop procurement process for stock replacement/refresh strategy which is aligned to Government Buying Standards and other Green ICT best practice;
1.13 Implement longer-term forecasting, particularly around support and maintenance contracts for the next 2-3 years. Together with Finance, start to develop cost models which demonstrate the true cost of ownership;
1.14 Identify longer-term direction of travel for corporate IT services. Utilise the user survey, and business feedback to identify quick wins for service improvement;
1.15 Encourage the move away from bespoke in-house applications development for business services through the deployment of externally hosted third party systems e.g. bookshop and image library;
1.16 Maintain watching brief on revisions to Classification Scheme (GPMS) with a view to updating our Outlook and Objective plug-ins;

1.17 Initiate discussions with PSN suppliers to identify future services we could offer and future services we could buy-in. 

Year 1 (2013-14)

1.18 Have a fully developed IT Service Catalogue where full cost of ownership is understood by the organisation;
1.19 Further embed Government Buying Standards to include other hardware items, and extend refresh plans to core infrastructure;

1.20 Take forward any follow-on activity as a result of discussions with PSN.
KTOs: 1, 2, 4, 5, 7, 12, 13, 14

2. Ensure core systems and services are adequately supported through appropriate delivery models and in alignment with the government’s overall IT agenda. 

Year 0 (2012-13)

2.1 Undertake clear planning activity, highlighting to the organisation where the resourcing shortfalls are;

2.2 Document the current network infrastructure and make recommendations for improvements, including for the integration of DRI. Some work has been undertaken in this space, but a more thoroughgoing piece of work is required as the current network will reach end of life in two years;  
2.3 To ensure managed changes to the network and to our infrastructure more generally, establish a Technical Design Authority with a very small membership of key technologists who will make technical recommendations for sign off by Technology HoDs;
2.4 Ensure that we gain GSi re-accreditation in October 2012 and create a process where regular testing for vulnerabilities is carried out;
2.5 Support a digitisation strategy.  Develop an IT solution that is enables digitisation projects to securely store, process and deliver material to DRI, Discovery and commercial customers; 

2.6 Explore alternative models for managing systems, drawing on the expertise of like-minded organisations, notably the model used by the Coal Authority;  

2.7 Look at longer-term investment opportunities for IT infrastructure. Develop a number of future investment bids.
Year 1 (2013-14)

2.8 Conduct a review funded by an investment bid of the way IT services are provided and what they cost. This should include an evaluation of connectivity services and other services, which are available on PSN and investigate alternative models.
2.9 Conduct a feasibility study funded by an investment bid of the network to examine the options for modernisation and for future ongoing support. The network switches are predominantly Nortel switches, with some new Cisco core switches. The Nortel switches reach end of life in 2 years. Furthermore, the network has evolved with the development of BIA (Discovery) and DRI, the requirements of GSi and Public (Web) Domains and is in need of modernisation and rationalisation. Decisions should be taken about how we meet the secure and non-secure network requirements of the organisation; a follow-on investment bid may be required to secure investment for the network upgrade and ongoing support.
KTOs: 6, 12
3. Rationalise and modernise the hardware and software estate, aligning it with the government’s Green ICT Strategy and the National Archives IT Strategy; develop exit strategies for legacy systems.
Year 0 (2012-13)

3.1 Deliver the ICT upgrade programme: Corporate Thin Client roll-out, Windows 7, Objective upgrade, data storage upgrade, redressing the proliferation of non-standard and multiple software versions across the organisation, taking into account user and business needs.  An upgrade of our NetApp data storage infrastructure will also deliver additional benefits. The Windows 7 environment will provide better power monitoring tools and power management facilities;

3.2 Develop roadmap for the integration of web legacy systems into Business Information Architecture developed for Discovery. This will ensure greater resilience and allow for older systems and processes to be retired/replaced/outsourced;  

3.3 Network monitoring – Reconfigure Solarwinds so that it provides effective and practical monitoring and alerting capabilities;  

3.4 Remote Access - Install new  juniper devices ( and migrate all laptops – requires all laptops to be recalled for client installation);  

3.5 Test and install remediation servers (AV checking) for remote access solution installation;  

3.6 Upgrade aspects of the telephony system installation;  

3.7 Upgrade aspects of the wifi facilities installation;  

3.8 Retire and decommission legacy systems. This is currently done within Technology on an adhoc basis. Improving processes and rationalising the back-end infrastructure, will enable us to support our commitment to energy efficiency and drive down costs, both in terms of energy and in terms of the cost of support and maintenance, thereby align ourselves with the Government’s Green ICT Strategy;  

3.9 Support greater use of open source technologies through development of an open source development platform and a training area in Labs.  

Year 1 (2013-14)
3.10 Continue to deliver the upgrade project, completing the roll-out of Windows 7 and the refresh of desktop hardware;

3.11 Run an investment bid funded project to review and implement decommissioning of hardware and services that are no longer required or that could be rationalised, virtualised or migrated to more efficient hardware;

3.12 Implement the roadmap for legacy web application integration, considering and investigating feasibility of outsourcing some application hosting (e.g. web hosting), to drive down costs.
 KTOs: 1, 2, 3, 4, 7, 9, 12
Green ICT at The National Archives
The ICT department will undertake to embed best practice within all areas of our service delivery to the organisation. This begins with the goods and services we procure, through to the good and services we provide, through to the infrastructure that we manage. As such we commit to undertake the following:

1. The Service Delivery team, with input from the rest of the department and the Technology directorate will assess our operation using the Green ICT maturity assessment model and ask the Sustainability manager to peer review our self-assessment. We will aim to reach level 3 on the maturity model by 31 March 2014. 

2. We will demonstrate and document where we have already achieved some embedding of green ICT across TNA.

3. We will adopt 11 of the 14 Key Target Outcomes (KTOs) from the Green ICT Roadmap, using the Green ICT Workbook as guidance. These KTOs are closely  can be grouped thematically and are thereby closely aligned to our own departmental priorities: 

Acquisition and Asset Management:
a) KTO1. ICT Equipment and services procured using Government Buying Standards (GBS) or International Standards where appropriate. 

GBS, provided by Defra, already provides templates for inclusion when procuring desktop hardware. We have already adopted these when procuring assets, and will ensure this approach is embedded across Technology. As further services are added to GBS (such as server hardware), we will adopt where appropriate. 

b)  KTO2. Decisions to replace equipment based on business utility rather than set refresh points. 

This is currently our approach as asset procurement has tended to be rather adhoc. A more coherent approach will be set out in our Acquisition Strategy which is currently under development. Clear baselines for desktop hardware and software will be obtained as part of the infrastructure upgrade, enabling us to identify useful refresh points. These refresh points should be periodically reviewed to ensure that they are still appropriate for business need. Where opportunities arise as part of the upgrade project to allow us to modernise the desktop estate, we will seek to replace older, less efficient machines with power-efficient Thin Clients or Desktop PCs. Ultimately our strategy will  include all hardware (including servers and network devices) and refresh points identified should also include a timetable for decommissioning. 
c)  KTO7. Suppliers engaged in monitoring and improving environmental performance of the ICT supply chain. 
We will encourage suppliers to deliver greener products and to report on energy/carbon footprints for their products and services.

d) KTO13. Minimal levels of land-fill from disposal of ICT kit at end of life.

Through our work with Computeraid, we enable reuse and recycling of ICT equipment in a secure and managed way. We already have clear policies and processes in place in support of this, and will work with our supplier to demonstrate the benefits of this service. 

Energy Management:
e) KTO3. Power consumption minimised for end user devices. 
The Windows 7 upgrade will enable us to have much more effective power management of our desktop estate and we will ensure that power up and down functionality is utilised effectively. We will roll-out Nightwatchman to enable good reporting functionality. We will baseline power consumption of Windows XP to enable comparison with Windows 7, post-implementation.
Rationalisation, Modernisation, Consolidation:
f) KTO4. Number of end user access devices reduced to a minimum necessary for business needs.

Many areas of the business have already adopted a device pool, and we will support and encourage this while continuing to enable some users to have multiple devices if required to support their business activity. As part of the Windows 7 upgrade project, we will seek to rationalise the number of applications in use to enable us to introduce Thin Client technology as widely as possible to our corporate users. Depending on business need, we could enable the use of hot-desking. Thin Client technology has already been successfully rolled out across the Open Reading Rooms. 

g) KTO5. Number of printers and volume of print reduced to minimum necessary for business needs.

The National Archives has already deployed MFDs across the estate and has introduced TV Screens and PCs in meeting rooms to enable paper-free meetings. We can also introduce new ways of working (such as the use of e-books instead of printed technical manuals). Further work is required to embed usage and reduce the volume of print and we will work with colleagues in Estates to reinforce key messages and to facilitate best practice. 

h) KTO6. Networks audited, reduced and shared with due regard to resilience needs. 

We have a major piece of work to thoroughly review our current network, and to develop a plan for modernisation and ongoing support. This work is planned for 2013-14 and we will ensure that Green ICT best practice is incorporated within the review and recommendations. 
i) KTO9. Applications are virtualised and consolidated onto fewer servers. 
We have begun a process of virtualisation where applications can support this and will continue to utilise this technology where possible, including with the Windows 7 desktop upgrade.
j) KTO12. Storage capacity minimised with due regard to resilience and availability needs. 

Business behaviour directly affects our storage utilisation. Collectively we must manage our data more effectively, identifying that which is no longer required and destroying it, whilst managing data that is essential for business, archival or commercial use. A number of initiatives are underway this year in support of these goals, such as a review of shared drives and a rationalisation of digitised material. 

User behaviour:
k) KTO14. Business travel reductions through adoption of audio, web and video conference facilities, social media and collaboration tools.

Much work has been done to understand the needs of the organisation in terms of flexible and remote working. We can support the goal of business travel reduction through the adoption of many of these technologies. 
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